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CEO/CFO EMAIL SCAMS

A typical CEO fraud attack email

FBI: $2.3 Billion Lost to CEO Email Scams



CEO/CFO EMAIL SCAMS



ANALYSIS & REMEDIATION 

Process to mitigate

• Scan the internal network for 
malware/viruses

• Inventory of all external systems

• Change passwords everywhere

• Setup Multi-form authentication in 
external/cloud systems

• Analyze the suspicious emails

• Trace origin of the emails

• Patch all systems with the latest 
updates from Microsoft

• Ensure all layers for protection are 
present

• Education of users is priority

• Ensure backups are running
(outside the offices)

• If Fraud has been committed and 
money has been lost, report to FBI

• Unfortunately FBI will not deal
with anything less than $3 Million
Dollars

• If money has been transferred,
you can still recoup some of it if
done within 72 hours (you must 
be very lucky)



CYBERSECURITY GRADING SYSTEM
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Meyer Ben-Reuven

meyer@chelsea-tech.com

C - 917-251-0970

O-954-454-9797 / O-212-966-3355

www.chelsea-tech.com


