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CEO/CFO EMAIL SCAMS

FBI: $2.3 Billion Lost to CEO Email Scams

BT vessage
: i 2 3 m-Bluebox By . {3 Mark Unread a‘ A 3 4
% Ignore x —I] -Q } - R - &
* &g To Manager v ”—J Ei Categorize v % -% = 5
= Translate Zoom Report

+ Delete = Reply Reply Forward B, . - ) Move |3+
&tk All <7 | |3 Team E-mail ¥ 87 v Followup - - kT Phishing
Delete Respond Quick Steps I Move Tags I Editing Zoom PhishMe
© This message was sent with High importance,
From: Rohyt Belani <rohyt.belani@phishme.com> Sent: Wed 9/16/2015 12:08 PM
To: Samuel Hahn
Cc
Subje;t: Reguesg
Hi, &
L

Are you busy ? i need you to process a wire transfer for me today. Let me know when you are free so that i can

send the beneficiary's details.

Thanks
Sent from my iPhone

A typical CEO fraud attack email
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CEO/CFO

HOW ( - O F R A lJ[) IMPACTS YOU
THESTART ~ emm@)  THEPHISH ~ emm@)  THERESPONSE el THEDAMAGE ~ emm@)  THERESULT

Attackers see if they can Spoofed emails are sent to Target receives email and Social engineering was The fallout after a successful
spoof your domain and high-risk employees in the acts without reflection or successful, giving hackers attack can be highly
impersonate the CEO (or organization questioning the source access to what they were after damaging for both the
other important people) company and its employees

e o e To: Finance Department i 4
) ‘ | better get this payment Resuiting damage;
Urgent wire transfer request! e AU

Please send $100,000 to new Causing fraudulent wire

acct #987654-3210 transfers and massive data +/ Money is gone forever in

breaches most cases and only
recovered 4% of the time

eeSdloatlo Its from the CEO, I'l take ¥ CEOls frad
Please pay this time-sensitive care of thisforhim! :
invoice. I'm on vacation and will — | —_— + CFO is fired
Bad guys often troll be unavailable, no need to
companies for respond. - Your CEO
months to gather
the data necessary
in pulling off a e o e To: Human Resources « Intangibles - tarnished
successful attack Sounds important. I'll reputation, loss of trust, etc.

I need a PDF copy of ALL send these right away!
employee W-2s for the

IRS ASAP!

+ Lawsuits are filed

So... Think Before You Click!

l<n®WBe4 SECURITY AWARENESS TRAINING |  www.KNOWBE4.com
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ANALYSIS &

Process to mitigate

Scan the internal network for
malware/viruses

Inventory of all external systems
Change passwords everywhere

Setup Multi-form authentication in
external/cloud systems

Analyze the suspicious emails
Trace origin of the emails

Patch all systems with the latest
updates from Microsoft

Ensure all layers for protection are
present

Education of users is priority

Ensure backups are running
(outside the offices)

If Fraud has been committed and
money has been lost, report to FBI

Unfortunately FBI will not deal
with anything less than $3 Million
Dollars

If money has been transferred,
you can still recoup some of it if
done within 72 hours (you must
be very lucky)
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CYBERSECURITY GRADING SYSTEM

% Fulfilled

CLIENT NAME : + — % Miseing - DATE 7/11/2017
GENERAL & REPORTING SOFTWARE CYBERSECURITY GRADE
T AREA DESCRIPTION [T AREA DESCRIPTION V.
17 Company CISO|  Chief Information Security Officer 1 v Email Protection Mimecast
2 ™ vCIso CT-Cybsec - Virtual CISO 2| @ Multi-Factor Authentication DUO Security B - SECURED
3 Penetration Testing CT-CybSec - Third Party 3| @ Anti-Virus Trend-Micro Anti-Ransomware
4 [ Cyber Insurance Chubbs - recommended 4 v Anti-Malware|  Malwarebytes - Anti-Ransomware
5 Production Site (Colocation) Totobwa NJ 5|« Malware Sleeper/Fieless Attacks Minerva Labs - Anti-Ransomware
6 v DR Site (Colocation) NAP Miami 6| v DNS Protector Cisco Umbrella - OPENDNS
7 Quarterly DDQ CT-CybSec - Report 7 Mobile Device Management Continuum/IBM Maas360 CYBERSECURITY COMPLIANCE
8 v DR Plan CT-CybSec - Report 8 v Data Loss Prevention CT-CybSec
9| ¥ BCP Plan CT-CybSec - Report 9 v Education KnowBe4 FULFILLMENT CHART
10| [« Infosec Manuals CT-CybSec - Report 10| v CyberThreat Monitor Production NetWatcher Production
11| [« Reporting CT-CybSec - Report 11| v CyberThreat Monitor DR. Site NetWatcher DR Site
12| [« Incident Response CT-CybSec 12| v Onsite Backups QNAP NAS Device
13/ I \endor DDQ CT-CybSec 13| v Oniine Backups CT-Vault IASO
14 [« SPF / DKIM Records CT-CybSec 14 [ 1oT - Internet of Things CT-CybSec - IoT
15| [« Email Encryption CT-CybSec 15| v Patch Management CT-CybSec - Continuum
16| [v Managed Security Services CT-CybsSec 16| v Vulnerability Scanning CT-Cybsec - NetWatcher
17/ I Tabletop Exercise CT-CybSec 17| v Mobile Device Encryption CT-CybSec - Bitlocker
18 ™ Member of ISAC CT-CybSec 18| v System/Network Inventory CT-CybSec - Auvik
19/ ™ Local Agencies Contact CT-CybSec 19/ [ Secure Internet File Sharing CT-CybSec - Egnyte
200 Audited by Regulator+Score CT-CybSec 20 Cyber attack simulator CT-CybSec - Cymulate
21 [ Azure Cold DR. Site CT-CybSec 21 [ End Point Protection CT-CybSec - MS Lapse
22 [ 22| [ Cloud Security CT-CybSec - Avanan
PROGRAMMING HARDWARE
AREA DESCRIPTION AREA DESCRIPTION V.
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Local Admin Rights
Lockdown Appdata Folder
Complex Password Policy

USB/Removable Policy
Secured Remote Access
Weby/Application Fitering

WIFI Hardening

Compliant Email Disclaimer
Vendor Onboarding

Data in Rest Encryption

State Laws (MS, Privacy Laws)
Behavioral Reputation

CT-CybSec - GPO Policy
CT-CybSec - GPO Policy
CT-CybSec - GPO Policy
CT-CybSec - GPO Policy
CT-CybSec

CT-CybSec - Fortigate
CT-CybSec

CT-CybSec

CT-CybSec

CT-CybSec

CT-CybSec

CT-CybSec

BEEEEEEEEEEEEEE

Firewall Production
Firewall Production HA
Firewal DR Site
Firewall DR. Site HA
Home Firewalls

Next Generation Firewal/UTM
High Availability in DR Site
Next Generation Frewal/UTM
High Availability in DR Site
Firewalls for home use

0 % Fulfilled
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