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TODAY’S QUESTIONS

« How does IT Protect and Better Your Business?

Goals to better the business méans:

 More effective communications internal/external
Higher Productivity and Morale

Better and Faster Customer Service

Data access from anywhere safe and secure 24x7
Secure Data 24x7
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SECURED/PROTECTED DEFINED

Secure means
Cybersecurity.

Have a plan
and a strategy.

Regulations &
compliance are
pushed down
from both
vendors and
customers.

Management
needs to be
onboard!!!
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EXTERNAL

Cybersecurity Strategy (Information Security Management System)
Personnel, Policy, Technology, Framework (e.g. ISO 2700n, NIST CSF, PCI, Etc)
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Regulations (SEC, FINRA, HIPPA, GLBA, SOX)
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SIMPLE

Simple should be achieved by
having an intuitive environment
where all users do not struggle
with a multitude of applications
from different vendors.

Onboarding/HelpDesk
*Troubleshooting




RELIABLE

Reliability should be achieved by having IT
Dept/IT Vendor check and point out the
following areas with budgets and timeframe to
execution:

 Single Points of Failure
* Disaster Recovery Site (Active/Passive)
- Business Continuity Plan

* Online Backups

» Strong Cybersecurity System

« Cloud Ready — very important!
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FAST

Fast should be achieved in multiple ways:

 Internet — dual fast connection from different
mediums (failover option)

* Network — gigabit internal speeds
- Servers — virtualization, memory, fast storage

- Desktops — memory, solid state drives,
supported operating systems 5§

DR Site — Fast failover
 Maintenance — at all times




BEST-PRACTICE

NETWORK DIAGRAM
CHELSEA

1. EMAIL PROTECTION
2. HOSTED EXCHANGE
3. SMARTPHONE ACTIVESYNC
4. EMAIL COMPLIANCE
5. ONLINE BACKUP
6. DISASTER RECOVERY
7. ENVIRO MONITOR
8. HELF DESK
9. REMOTE MONITORING
10. HOSTED TELEPHONY
_ 11. WEB HOSTING
12. EMAIL REGULATORY

1. PORTFOLIO MGMT SY5

2. ORDER MGMT SYS _-—-—=-=———~_—Z'__,___————

3. ACCOUNTING SW

1. BLOOMBERG

13.COMPLIANCE
a%ﬁlﬂ::; 14. PASSWORD VAULT
15.B0X.NET

16.DUAL FACTOR AUTH
17.MALWAREBYTES
18. ANTI-VIRUS

1. KEYLESS ENTRY
2. VIDEO RECORDERS

o | { igabit + POE

Desktop

1. VIRTUALIZATION
2. WINDOWS SRV 1. VIRTUALIZATION
3. TERMINAL SERVER

2. WINDOWS SRV
4. ANTI-VIRUS taaa

3. ANTI-VIRUS
5. BACKUP 4. UTILITIES
6. MISC UTILITIES )

5. MONITORING
7. MONITORING 6. 7x24x4HR SUPPORT
8. 7x24x4HR SUPPORT )




