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CYBERSECURITY MYTHS

MYTH 1:  
I don’t go to 
dangerous 
sites, and I 
check my links, 
so I’m safe. 

MYTH 2:  
My anti-
virus is up 
to date, so 
I’m safe. 

MYTH 3:  
Infected 
computers 
display nasty 
messages and 
are very slow. 

MYTH 4:  Our 

systems are 
proprietary, 
hackers don’t 
know the 
communication 
protocols.

MYTH 5:  
We have a 
firewall. We’re 
in good shape.

MYTH 6:  
Our systems are 
disconnected from 
the Internet, so 
we don’t have any 
risk.

MYTH 7:  
Hackers are not 
interested in 
water and 
wastewater 
systems.

MYTH 8:  
We trust our 
vendors and 
integrators to 
implement safe 
systems.

MYTH 9:  
Our cybersecurity is 
handled by our IT 
department. It’s too 
complicated for 
management to get 
involved.

MYTH 10:  
We don’t have the 
money to 
implement a 
cybersecurity 
program.

MYTH 11:  
We are a small 
company – who 
would want our 
data?



CYBERSECURITY HISTORY

The first recorded cyber crime took 
place in the year 1820.

In 1820, Joseph-Marie Jacquard, a textile 
manufacturer in France, produced the 
loom. This device allowed the repetition 
of a series of steps in the weaving of 
special fabrics. This resulted in a fear 
amongst Jacquard's employees that their 
traditional employment and livelihood 
were being threatened. They committed 
acts of sabotage to discourage Jacquard 
from further use of the new technology. 
This is the first recorded cyber crime!



CYBERSECURITY WAR

We are not prepared for Cyber War 
– but it is an Economic War



CYBERSECURITY CHALLENGES

CISOs face a shortage of skills, lack of metrics and strategy

83%

of enterprises have difficulty finding

the security skills they need
2012 ESG Research

of IT professionals

have no risk strategy
2013 Global Reputational Risk & IT Study, IBM

31%49%

of IT executives have no measure

of security effectiveness
2012 Forrester Research Study
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CYBERSECURITY BREACH COSTS

Highly regulated industries have highest per-record data 
breach costs

Healthcare Education Pharmaceutical Financial

Consumer Energy RetailHospitality

$359 $294 $227 $206

$155 $141 $105$122



CYBERSECURITY BREACH STATS



TOP SCORING DATA BREACHES



CYBERSECURITY BREACH BY REGION



CYBERSECURITY BREACH BY TYPE



CYBERSECURITY BREACH REASONS

Why do Breaches Happen?

▪ Configuration Errors

▪ “Weak” defaults

▪ Easy passwords

▪ “Bugs”

▪ Input validation

▪ Installing suspect
applications

▪ Clicking malicious
links

▪ Phishing Emails

▪ Watering Hole attacks

MalwareVulnerabilities



CYBERSECURITY BREACH PER THREAT



SECURE&PROTECT STRATEGY
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Cybersecurity Strategy (Information Security Management System)
Personnel, Policy, Technology, Framework (e.g. ISO 2700n, NIST CSF, PCI, Etc)

Regulations (SEC, FINRA, HIPPA, GLBA, SOX)
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Secure means 
Cybersecurity.

-Have a plan 
and a strategy.

-Regulations & 
compliance are 
pushed down 
from both 
vendors and 
customers.

-Management 
needs to be 
onboard!!!



CYBERSECURITY PARTIAL LIST

• Continuous Education

• Email Protection

• Multi-Factor Authentication

• Next Generation Firewalls

• Anti-Virus (Anti-Ransomware)

• Anti-Malware/Anti-Exploit

• Malware Sleeper (Minerva Labs)

• OpenDNS/Cisco Umbrella

• SIEM (Security Information & 
Event Management)

• Email Encryption

• Laptop/Smartphone Encryption

• Wireless/Firewall Hardening

• Password Vaults

• Information Security Manuals

• Security Patch Management

• Regulations & Compliance 
Education

• Online Backups

• Disaster Recovery Site

• Business Continuity Plan

• Incident Response

• Domain Name Spoofing Education

• Cybersecurity Insurance

• Infosec Audits

• Penetration Tests



CYBERSECURITY GRADING SYSTEM



QUESTIONS & ANSWERS

Meyer Ben-Reuven

meyer@chelsea-tech.com

C - 917-251-0970

O-954-454-9797 / O-212-966-3355

www.chelsea-tech.com


